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Mustang Panda (Earth Preta) is a China-aligned APT active since \~2012
focused on political espionage; it uses PlugX/Korplug, ToneShell, Yokai, USB
and VPN techniques to evade detection. High-risk — 2025 campaigns hit
Myanmar, European governments, maritime targets, and Thai police;
primary targets are government, military, NGOs, and diplomatic/maritime
sectors across APAC, expanding into Europe and the U.S.

IDENTITY !
Attribution : China-aligned cyber-espionage group assessed to operate in support of PRC strategic interests.
Active Since : At least 2012 (with reporting of earlier activity circa 2014-2017).

Aliases : Earth Preta, Bronze President, TA416, RedDelta, HIVED154.

Motivation : Intelligence collection on geopolitics, government, defense, law enforcement, and policy

communities.

TTPs
Initial Access . Spear-phishing with current-events lures (government/military themes), delivering malicious
archives (e.g., mustang_panda.zip) and droppers disguised as corrupted PDFs.
. Shortcut (LNK) + PDF decoy chains leading to backdoor deployment (e.g., Yokai).
. Removable media (USB)-borne delivery observed in campaigns against European
organizations.
. DLL side-loading via legitimate binaries (e.g., Adobe CEF Helper) to load PlugX/Korplug.
Execution : Custom droppers launching loaders/backdoors (Korplug/PlugX, ToneShell), Blend of legitimate &
malicious components to reduce detection (living-off-the-land style staging).
Persistence : Installed VPN components (e.g., SoftEther VPN) to maintain access in victim networks, Malware
autostart via side-loaded DLLs alongside trusted executables (PlugX tradecraft).
Privilege Escalation / . Side-loading and in-memory decryption of payloads (reading a hardcoded .dat for XOR key;
Defense Evasion decrypting and loading PlugX in memaory).
. Masquerading as trusted apps (e.g., “Google Chrome” theme for ToneShell lure).
. Use of legitimate admin/VPN tools to blend with normal traffic.

Command & Control (C2) -« Korplug/PlugX C2 with XOR-obfuscated comms (keys and C2 endpoints defined in decrypted
config).

. VPN tunneling (SoftEther) to route operator traffic.

Discovery / Lateral : Post-compromise discovery and staging typical of Korplug/PlugX workflows; USB propagation
Movement / Collection used in some EU-focused operations.

Exfiltration : Backdoor-mediated exfiltration over C2 channels established by Korplug/PlugX/ToneShell.
Malware & Tools . Korplug / PlugX (core espionage RAT; often delivered via DLL side-loading).

(Representative)
. ToneShell (active 2025; variants including “Frankenstein” build observed in Myanmar
targeting; also lures themed as Google Chrome).

. Yokai (backdoor delivered via LNK + PDF decoy in Thailand LE targeting).

. SoftEther VPN (persistence/operational access component).

Technique Highlights (MITRE ATT&CK alignment—representative):

Phishing (T1566), Malicious File Delivery (T1204), DLL Side-Loading (T1574.002), Masquerading
(T10386), Encrypted/0Obfuscated C2 (T1573/T1027), Exfiltration Over C2 (T1041), Valid
Accounts/VPN Abuse (T1078).

TARGET PROFILE

Target Sectors : Government ministries & diplomatic entities, military & law enforcement, maritime transportation,
NGOs/think tanks, and religious institutions.

Geographies Targeted . APAC: Myanmar, Thailand, Vietnam, Mongolia, Taiwan, Hong Kong, Tibet.
. Europe: EU governmental institutions and maritime sector.
. U.S. & wider transnational NGOs/religious targets.

THREAT ASSESSMENT

Risk Level : High. Mustang Panda remained among the most active China-aligned actors in Q4 2024-Q1 2025,
with sustained targeting of European governmental and maritime organizations and continued use
of Korplug loaders and USB vectors.

Most Recent Activity . Myanmar: “Frankenstein” ToneShell backdoor variant.

. Thailand: Royal Thai Police lure delivering Yokai via LNK/PDF.

] Europe: Continued pressure on governmental and maritime sectors; USB-borne delivery and
Korplug loaders.

] Tradecraft: Blending legitimate and malicious components to evade detection (Earth Preta
analysis).

Evolution : From heavy PlugX reliance with classic DLL side-loading to diversified backdoors (ToneShell,
Yokai) and VPN-based persistence; consistent spear-phish/decoy delivery adapted to current
affairs.

NOTABLE 2025 (Sep): Myanmar targeting with a “Frankenstein” ToneShell
OPERATIONS variant showing code mixing and evolution of the backdoor family.

2025 (Aug): ToneShell disguised as Google Chrome; spear-phishing
with military-themed lures; delivery via malicious archive and dropper.

2025 (Feb): Royal Thai Police compromise attempt using LNK + PDF
decoy chain to deliver the Yokai backdoor.

2024-2025: EU government & maritime organizations targeted;
Korplug loaders and malicious USB media noted; Mustang Panda
assessed “most active” among China-aligned actors in this period.

2025 (Trend Analysis): Earth Preta campaigns observed mixing
legitimate and malicious components to sidestep security controls
(defense evasion).

Historical: Long-running PlugX/Korplug use; DLL side-loading via
Adobe CEF Helper; targets include Vatican-linked institutions, NGOs,
and think tanks in U.S. & Europe; focus in Mongolia, Taiwan, Hong
Kong, Tibet, Myanmar.

ANALYST NOTES Prioritize controls for DLL side-loading abuse (application control,
(Defensive Takeaways) blocking untrusted DLL search paths) and USB media policies.

Harden email gateways and user awareness against
military/government-themed decoys; sandbox archives and shortcut
files.

Monitor for SoftEther/unauthorized VPN installations and
Korplug/PlugX beaconing; watch for XOR-obfuscated configs/comms
patterns.



