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Sandworm (APT44) is a Russian GRU-linked APT active since 2009, known
for zero-day exploitation and destructive wipers like NotPetya and
Industroyer. Targeting critical infrastructure in Ukraine, NATO countries,
and Europe, the group conducts cyberwarfare to advance Russian
geopolitical goals.

IDENTITY !
Attribution / Origin : Russian state-sponsored actor — commonly linked to the GRU (Main Directorate of the General Staff).
Active Since :~2009 (publicly observed activity from mid-2010s onward)

Aliases : IRON VIKING, FROZENBARENTS, Seashell Blizzard, APT44, IRIDIUM, Quedagh, TeleBots, ELECTRUM,

TEMP.Noble, VOODOO BEAR, UAC-0082, UAC-0113, GO034, Blue Echidna.

Motivation : Strategic cyber-espionage and cyber-sabotage to support Russian military and political objectives;
disruption of adversary infrastructure and information operations.

TTPs
Initial Access - Exploitation of internet-facing vulnerabilities and zero-days (including VPNs, edge devices, and OT/ICS
components).
- Spear-phishing with malicious attachments and links.
- Supply-chain compromises and abuse of exposed administrative panels.
Persistence & Privilege - Custom backdoors and implants for long-term access.
Escalation: - Credential harvesting and abuse of Active Directory, Kerberos abuse, and service account takeover.
Command & Control (C2) - Multi-channel C2 using HTTP(S), domain fronting, and non-standard protocols; use of proxy
infrastructure and compromised hosts to mask origin.
Malware & Tools - Backdoors and loaders (various custom implants).
- Destructive wipers and disruptors: BlackEnergy variants, NotPetya, Industroyer/CrashQverride, Olympic
Destroyer, AcidRain/AcidPour families.
- TeleBots toolkit (historically linked with destructive campaigns).
- Use of living-off-the-land binaries and commodity tools to evade detection.
Techniques

- Lateral movement using remote management tools and credential reuse.
- Reconnaissance of OT/ICS networks and targeted disruption of industrial control systems.
- Data exfiltration followed by disruptive payload deployment timed for maximum operational effect.

TARGET PROFILE

Primary Sectors : Energy and utilities (power grids), telecommunications, government and diplomatic entities, defense and
military, financial services, media and information infrastructure.

Geographic Focus : Ukraine (primary historical focus), NATO countries and Europe, but operations have impacted global entities
in support of Russian strategic goals.

THREAT ASSESSMENT
Risk Level : Severe — high capability to conduct destructive operations against critical infrastructure.

Most Recent Activity - Sustained campaigns against Ukrainian infrastructure during kinetic conflicts.
- Introduction of advanced wiper families (e.g., AcidPour) targeting telecoms, ISPs, and power-related
systems to degrade communications and command networks.

Evolution - Transition from espionage and targeted disruptions to large-scale, strategic destructive operations
(NotPetya as a watershed event).
- Increasing focus on OT/ICS targeting and refinement of wiper toolsets capable of persistent destruction
while hampering forensic recovery.
- Integration with information operations and kinetic campaigns to maximize geopolitical impact.

NOTABLE 2015-2016 — Ukraine Power Grid Attacks: BlackEnergy-related
OPERATIONS campaigns that caused localized power outages via targeted
manipulation of SCADA systems.

2017 — NotPetya: A globally destructive wiper masquerading as
ransomware; caused extensive collateral damage to commercial and
public-sector organizations worldwide and is attributed as one of the
costliest cyber incidents.

2017-2018 — Industroyer / CrashOverride Development & Deployment:
Malware designed specifically to interact with industrial control
protocols and disrupt electrical substations.

2018 — Olympic Destroyer: Wiper and disruption campaign targeting
the Winter Olympics IT infrastructure, used to degrade event
communications and services.

2022-2023 — Wartime Campaigns Against Ukraine: Repeated
operations targeting Ukrainian government, energy, telecoms, and
transportation sectors to support military objectives; varied
destructive toolsets observed.

2024-2025 — AcidRain / AcidPour & Telecom Disruption: Introduction
and deployment of advanced wiper variants (AcidPour) that combine
destructive capahilities with tailored exfiltration and deeper embedded
persistence aimed at telecom operators, ISPs, and critical
infrastructure to sever communications and degrade defensive
resilience.

DEFENSIVE = Prioritize patching of internet-facing systems (VPNs, edge
RECOMMENDATIONS devices) and enforce strong multi-factor authentication for
(Concise) administrative accounts.
- Monitor for anomalous OT/ICS activity and implement network
segmentation between IT and OT environments.

- Hunt for signs of living-off-the-land behavior, unusual scheduled
tasks, and suspicious domain resolutions indicative of covert C2.

- Maintain offline backups and incident playbooks focusing on rapid
isolation of OT impacts and cross-team coordination with national
CERTSs.

OPERATIONAL NOTES - Sandworm operates at strategic scale; attribution to GRU is
well-established in public reporting. Their operations often
presage or accompany kinetic military activity and information
campaigns.

- Expect continued innovation in disruptive malware and covert C2
methods, with an emphasis on denying recovery and complicating
attribution.

- Document prepared as a threat intelligence sheet summarizing
Sandworm (APT44) activity and posture through 2025.



