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Callisto is a Russia-linked APT group focused on political and security
espionage, recently using fake personas and cloud tools for advanced
credential-theft campaigns. It targets government, defense, NGOs, and
related sectors across NATO, the EU, the U.S., and Eastern Europe.

IDENTITY .

Attribution : Russia-linked advanced persistent threat (APT) group; assessed ties to Russian intelligence services
(FSB/GRU) depending on campaign.

Active Since : At least 2015.

Aliases : COLDRIVER, SEABORGIUM, TA446, UNC4057.

Motivation : State-aligned cyber espionage focused on political, military, and policy intelligence collection.
TTPs

Initial Access - Highly tailored spear-phishing with credential-harvesting landing pages

- Watering-hole compromises and malicious documents (Office macros, weaponized PDFs)
- Compromise of webmail and collaboration accounts via OAuth/SSO0 phishing in some campaigns

Persistence - Web shells on compromised servers and trojanized web components
2 Creation of service accounts and scheduled tasks
- Abuse of legitimate remote management and backup tools for stealthy persistence

Command & Control (C2) - Encrypted HTTPS traffic, domain fronting and cloud-hosted redirectors
- Multi-hop proxy chains and compromised third-party infrastructure to obscure origin

Tools & Malware - Custom lightweight backdoors and modular loaders (first-stage droppers)
- Credential harvesters and browser-based session capture kits
- PowerShell and script-based loaders; living-off-the-land techniques (LOLbins)
- Data collection utilities for targeted document and mailbox extraction

Techniques - Long, targeted reconnaissance to craft highly believable lures (persona-based social engineering)
- Use of short-lived infrastructure and rapid pivoting to evade takedowns
- Focused collection (mailbox exports, specific document repositories) rather than broad indiscriminate

theft
TARGET PROFILE
Target Sectors : Ministries (foreign affairs, defense), diplomatic missions and embassies, think tanks and policy research
organizations, defense contractors, NGOs involved in security and sanctions policy, energy sector (strategic
projects).
Geographies Targeted : NATO countries, European Union member states, United States, Eastern Europe, intermittently Middle East

and Central Asia depending on diplomatic/economic context.

THREAT ASSESSMENT

Risk Level : High — focused, patient, and capable espionage operator with emphasis on credential theft and mailbox
collection.

Most Recent Activity : 2024-2025 saw renewed credential-harvesting spear-phishing and cloud account compromises aimed at
NATO-related policy communities and diplomatic targets.

Evolution : Initially observed as classic phishing and web compromise campaigns, Callisto has evolved to incorporate
cloud-targeting methods (OAuth consent phishing), short-lived C2 infrastructure, and refined persona-based
social engineering.

NOTABLE 2015-2017: Early spear-phishing campaigns targeting Eastern

OPERATIONS European diplomatic corps and policy researchers; use of bespoke

credential-harvesting domains.

2018-2019: Expansion into NATO-aligned targets; more sophisticated
lures and use of web shells on compromised portals for stealthy
access.

2020-2021: Campaigns leveraging pandemic-era themes (health
policy, travel) to target government and research entities involved in
international coordination.

2022-2023: Observed use of 0Auth/SS0 consent phishing to obtain
long-lived cloud access tokens in select campaigns targeting think
tanks and embassies.

2024-2025: Focused credential harvesting and mailbox data
collection against NATO policy groups and diplomatic networks;
infrastructure characterized by rapid churn and cloud redirectors.



