
APT15

This China-aligned, MSS-linked APT is a high-risk cyber-espionage actor 
active since the early 2010s, targeting government, defense, NGO, and 
technology sectors worldwide, with sustained activity through 2025.
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: China-aligned advanced persistent threat (APT) assessed to be operating under PRC state 
intelligence direction, most commonly linked to the Ministry of State Security (MSS).

: Early 2010s with continuous activity through at least 2025.

: BRONZE DAVENPORT, BRONZE IDLEWOOD, BRONZE PALACE, NICKEL, Nylon Typhoon, Ke3Chang, 
Purple Haze / PurpleHaze, G0004, GREF, Lurid, Metushy, Mirage, Playful Dragon, Red Vulture, Royal 
APT / RoyalAPT, Social Network Team, VIXEN PANDA.

: Long-term strategic cyber espionage supporting PRC foreign policy, military planning, internal 
security, and technological development.
 

- Targeted spearphishing campaigns aimed at diplomats, government officials, researchers, 
and NGO staff.

- Lures themed around foreign policy updates, international relations, conference invitations, 
or security research.

- Malicious attachments exploiting trusted document formats or known vulnerabilities.
- Opportunistic compromise of exposed or misconfigured internet-facing services, particularly 

in government networks.

- Deployment of custom and semi-custom malware families, most notably Ke3Chang 
backdoors.

- In-memory execution using bespoke loaders to limit disk artifacts.
- Credential harvesting from browsers, email clients, and system credential stores.
- Proxy and tunneling tools to support lateral movement and covert access.

- Registry run keys and scheduled tasks with benign-looking names.
- DLL side-loading using legitimate signed executables.
- Service installation masquerading as system or vendor components.
- Redundant persistence mechanisms to ensure access survives remediation.

- Encrypted HTTPS-based communication channels.
- Use of compromised servers, dynamic DNS, and rented VPS infrastructure.
- Frequent rotation of domains and IP addresses to evade blocking.
- Low-frequency beaconing designed to blend with normal web traffic.

- Obfuscation and encryption of payloads and configuration data.
- Living-off-the-land techniques using native Windows utilities (PowerShell, WMI).
- Minimal reuse of malware samples and infrastructure across campaigns.
- Careful operational timing to reduce detection likelihood.

- Collection of diplomatic correspondence, internal policy documents, defense research, and 
strategic assessments.

- Harvesting of credentials and access tokens for follow-on operations.
- Data staged locally, compressed, encrypted, and exfiltrated in small increments.
- Low-and-slow exfiltration patterns to evade DLP and anomaly-based monitoring.
 

: Government ministries, foreign affairs departments, embassies, defense and aerospace 
contractors.

: Think tanks, NGOs, academic institutions, telecom and technology firms.

: Asia-Pacific, Europe, North America, Middle East; targeting aligns with PRC diplomatic and 
security interests.
 

: High – APT15 is a mature, well-resourced actor with a proven record of persistent global 
espionage.

: 2023–2025 campaigns targeting government, defense, NGO, and research organizations with 
updated tooling and infrastructure.

Evolution: Gradual modernization of malware frameworks, improved OPSEC, increased modularity, 
and better adaptation to hybrid (cloud/on-prem) environments.
 

[ /ˌeɪ piː ˈtiːn ˈfɪfˈtiːn/ ]

Diplomatic Espionage Campaigns: Long-running intrusions into foreign 
ministries, embassies, and international organizations to gain insight 
into negotiations and policy positions.

Defense and Security Targeting: Operations against defense 
contractors and security institutions to collect military research and 
planning data.

NGO and Think Tank Surveillance: Monitoring of organizations 
researching China, regional security, and human rights issues.

Global Multi-Region Campaigns: Victims identified across Asia-Pacific, 
Europe, North America, and the Middle East over more than a decade.
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